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DISCLAIMER

This report was commissioned by the Administrative Conference of the United States in furtherance of its mission to

“study the efficiency, adequacy, and fairness of . . . administrative procedure”; “collect information and statistics from . ...
agencies and publish such reports as it considers useful for evaluating and improving administrative procedure”; and to
“improve the use of science in the regulatory process.” 5 U.S.C. §§ 591, 594. The opinions, views, and recommendations

expressed are those of the authors. They do not necessarily reflect those of the Conference or its members.
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Executive Summary

Artificial intelligence (Al) promises to transform how government agencies do their work.

Rapid developments in Al have the potential to reduce the cost of core governance functions,
improve the quality of decisions, and unleash the power of administrative data, thereby making
government performance more efficient and effective. Agencies that use Al to realize these gains
will also confront important questions about the proper design of algorithms and user interfaces,
the respective scope of human and machine decision-making, the boundaries between public
actions and private contracting, their own capacity to learn over time using Al, and whether the
use of Al is even permitted. These are important issues for public debate and academic inquiry.

Yet little is known about how agencies are currently using Al systems beyond a few headline-
grabbing examples or surface-level descriptions. Moreover, even amidst growing public and
scholarly discussion about how society might regulate government use of Al, little attention has
been devoted to how agencies acquire such tools in the first place or oversee their use.

In an effort to fill these gaps, the Administrative Conference « Adjudicating government benefits and privileges, from
of the United States (ACUS) commissioned this report from disability benefits to intellectual property rights;
researchers at Stanford University and New York University.
The research team included a diverse set of lawyers, law
students, computer scientists, and social scientists with the

Monitoring and analyzing risks to public health and safety;

Extracting useable information from the government’s

capacity to analyze these cutting-edge issues from technical, massive data streams, from consumer complaints to

legal, and policy angles. The resulting report offers three cuts
at federal agency use of Al: « Communicating with the public about its rights and
obligations as welfare beneficiaries, taxpayers, asylum
seekers, and business owners.

weather patterns; and

a rigorous canvass of Al use at the 142 most significant
federal departments, agencies, and sub-agencies (Part 1)
The government’s Al toolkit spans the full technical scope

a series of in-depth but accessible case studies of specific
of Al techniques, from conventional machine learning to

Al applications at seven leading agencies covering a range

of governance tasks (Part Il); and more advanced “deep learning” with natural language and

image data.
a set of cross-cutting analyses of the institutional, legal,

and policy challenges raised by agency use of Al (Part IlI).

Taken together, these analyses yield five main findings.

First, the government’s Al toolkit is diverse and spans the The government’s Al t00|k|t IS dlverse
federal administrative state. Nearly half of the federal agencies  gand spans the federal administrative
tudied (45%) h i ted with Al and related hi .
stodied (i eve experimented wih Mland reaied machinectate. Nearly half of the federal agencies

learning (ML) tools. Moreover, Al tools are already improving

agency operations across the full range of governance StUdied (45%) have eXperimented Wlth

tasks, including: ' [

asks, including Al and related machine learning
Enforcing regulatory mandates centered on market (M L) t00|3

efficiency, workplace safety, health care, and
environmental protection;
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Second, and despite wide agency embrace of Al, the
government still has a long way to go. In canvassing agency
use of Al, Stanford computer scientists evaluated the
techniques deployed in each use case and, while limited
public details precluded clear conclusions as to many, rated
only 12% as high in sophistication. This is concerning
because agencies will find it harder to realize gains in
accuracy and efficiency with less sophisticated tools. This
result also underscores Al’s potential to widen, not narrow,
the public-private technology gap.

Third, Al poses deep accountability challenges. When public
officials deny benefits or make decisions affecting the public’s
rights, the law generally requires them to explain why. Yet
many of the more advanced Al tools are not, by their structure,
fully explainable. A crucial question will be how to subject
such tools to meaningful accountability and thus ensure their
fidelity to legal norms of transparency, reason-giving, and
non-discrimination. The case studies presented in the report
highlight several vital aspects of that challenge:

« Transparency’s costs, benefits, and feasibility will vary
across policy areas, governance tasks, and Al techniques.
Open-sourcing of technical details might be appropriate
when agencies are allocating social welfare benefits but
can undermine agency use of valuable enforcement tools
because of gaming by regulatory targets.

« One key area for future inquiry is how to adapt existing
principles of administrative law, which is more likely
to modulate agency use of Al than the constitutional
constraints that occupy much current debate.

+ Policymakers should also consider other interventions.
A promising candidate is to require agencies to engage
in prospective “benchmarking” of Al tools by reserving a
random hold-out sample of cases for human decision,
thus providing critical information to smoke out when an
algorithm has gone astray or “automation bias” has led
decision-makers to excessively defer to an algorithm.

To achieve meaningful accountability, concrete and
technically-informed thinking within and across contexts—
not facile calls for prohibition, nor blind faith in innovation
—is urgently needed.

Fourth, if we expect agencies to make responsible and smart
use of Al, technical capacity must come from within. While
many agencies rely on private contractors to build out Al
capacity, a majority of profiled use cases (53%) are the
product of in-house efforts by agency technologists. This
underscores the critical importance of internal agency
capacity building as Al continues to proliferate. In particular:

+ In-house expertise promotes Al tools that are better
tailored to complex governance tasks and more likely to
be designed and implemented in lawful, policy-compliant,
and accountable ways. Sustained collaboration between
agency officials and in-house technologists facilitates
identification of appropriate questions, seizing new
innovations, and evaluating existing tools, including
contractor-provided ones.

«  Fully leveraging agency use of Al will require significant
public investment to draw needed human capital and
update outmoded data and computing systems. Given
fiscal and labor market constraints, agencies should also
explore non-commercial sources of valuable technical
capacity, including collaborations with universities, NGOs,
and industry and agency-sponsored competitions.

In-house expertise yields Al tools
that are better tailored to complex
governance tasks and more likely to
be implemented in a lawful, policy-
compliant, and accountable fashion.

Fi h, Al has the potential to raise distributive concerns and

fuel political anxieties. Growing agency use of Al creates a

risk that Al systems will be gamed by better-heeled groups
with resources and know-how. An enforcement agency’s
algorithmic predictions, for example, may fall more heavily
on smaller businesses that, unlike larger firms, lack a stable
of computer scientists who can reverse-engineer the agency’s
model and keep out of its cross-hairs. If citizens come to
believe that Al systems are rigged, political support for a more
effective and tech-savvy government will evaporate quickly.
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To achieve meaningful accountability,
concrete and technically-informed
thinking within and across contexts—
not facile calls for prohibition, nor blind
faith in innovation—is urgently needed.

In sum, the stakes are high. Managed well, algorithmic
governance tools can modernize public administration,
promoting more efficient, accurate, and equitable forms of
state action. Managed poorly, government deployment of Al
tools can hollow out the human expertise inside agencies with
few compensating gains, widen the public-private technology
gap, increase undesirable opacity in public decision-making,
and heighten concerns about arbitrary government action
and power. Given these stakes, agency administrators, judges,
technologists, legislators, and academics should think
carefully about how to spur government innovation involving
the appropriate use of Al tools while ensuring accountability
in their acquisition and use. This report seeks to stimulate
that thinking.
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Introduction

Americans depend on the federal government not only to provide for the common defense

and promote general welfare, but to protect the environment, advance public health, promote
innovation, and implement labor and employment standards. As federal agencies develop new
rules and guidance and adjudicate, enforce, and otherwise implement statutory policies, they
encounter a constantly changing economic, social, and technological context. The growing
sophistication of and interest in artificial intelligence (Al) and machine learning (ML) is among the
most important contextual changes for federal agencies during the past few decades.

While many scholars and commentators have speculated
about how government should regulate Al, we know precious
little about how government agencies themselves use Al.
Getting an accurate picture of such use today is critical for
developing a national Al strategy that can help guide the
country’s approach to Al in the future, for modernizing the
public sector, and for instituting appropriate safeguards to
govern the adoption and use of Al. The recently proposed
Al'in Government Act,! for instance, aims to “improve the

use of Al across the federal government by providing access
to technical expertise and streamlining hiring within the
agencies.”” At the same time, there is mounting resistance
against some of the most controversial uses of Al. As the
most visible example, a number of jurisdictions have recently
moved to ban use of facial recognition systems, and similar
efforts have begun to percolate in Congress.* Without
understanding how government agencies develop and deploy
emerging Al technologies, it is difficult to craft sensible and
workable prescriptions.

We realize that crafting those prescriptions—and, indeed,
addressing any of the most important issues involving
government adoption of Al—can prove contentious, and
rightly so. Some observers are concerned that Al will further
enhance government power, enabling surveillance that could
threaten privacy and civil liberties. Others express concern
that Al will further disempower marginalized groups. And

still others take the view that the power of Al in the private
sector, without appropriate knowledge in the public sector,
can undermine agencies’ capacity to achieve regulatory goals.
Ultimately, our goal here is not to take any single categorical
position on the normative desirability of any specific
government use of Al or ML tools. Instead, our aim is to
understand how agencies are currently using this technology
and identify the most important legal and policy implications
it presents.

The New Algorithmic Governance

The use of Al-based tools to support government decision-
making, implementation, and interaction—what could be
called “algorithmic governance”—already spans the work of
the modern administrative state. Table 1 previews some of the
use cases explored in this report and advances a typology of
governance tasks to which agencies are applying Al. Among
these are two core tasks of modern government: enforcing
regulatory mandates (“enforcement”) and adjudicating
benefits and privileges (“adjudication”). However, federal-level
use cases span well beyond enforcement and adjudication to
other critically important governance tasks, such as regulatory
analysis, rulemaking, internal personnel management, citizen
engagement, and service delivery.

Government by Algorithm: Artificial Intelligence in Federal Administrative Agencies



TABLE 1. ALGORITHMIC GOVERNANCE TOOLS BY USE CATEGORIES

Use Type

Description

Examples

Enforcement

Tasks that identify or prioritize targets
of agency enforcement action

Securities and Exchange Commission, Centers
for Medicare and Medicaid Services, and Internal
Revenue Service predictive enforcement tools

Customs and Border Protection and
Transportation Security Administration facial
recognition systems

Food Safety and Inspection Service prediction
to inform food safety site testing

Regulatory research,
analysis, and monitoring

Tasks that collect or analyze
information that shapes agency
policymaking

Consumer Financial Protection Bureau analysis
of consumer complaints

Bureau of Labor Statistics coding of worker
injury narratives

Food and Drug Administration analysis of
adverse drug events

Adjudication

Tasks that support formal or informal
agency adjudication of benefits or
rights

Social Security Administration system for
correcting adjudicatory errors

U.S. Patent and Trademark Office tools for
adjudicating patent and trademark applications

Public services and
engagement

Tasks that support the direct provision
of services to the public or facilitate
communication with the public for
regulatory or other purposes

U.S. Postal Service autonomous vehicles project
and handwriting recognition tool

Department of Housing and Urban
Development and U.S. Citizenship and
Immigration Services chatbots

Agency analysis of submitted rulemaking
comments

Internal management

Tasks that support agency
management of resources, including
employee management, procurement,
and maintenance of technology
systems

Department of Health and Human Services tool
to assist procurement decision-making

General Services Administration tool to ensure
legal compliance of federal solicitations

Department of Homeland Security tool to
counter cyberattacks on agency systems

Table 1 also provides important context for current Al
innovation by situating the new algorithmic governance
tools in the context of past government innovation. In one
sense, the new algorithmic governance tools build on
several decades of federal government experimentation
with data mining—to identify criminal suspects, monitor
suspicious banking practices, and administer transportation
security—that created flash-points around government
privacy and cybersecurity practices in the 2000s.* Other tools
harken back even further, to efforts in the 1990s to “reinvent

government” through data-based performance management
and oversight.® Finally, the new algorithmic governance tools
have plain antecedents in “expert systems” championed
throughout the 1960s and 1970s by Herbert Simon to
rationalize and evaluate administrative behavior.? Such
systems relied on input by domain experts to craft logical rules
to automate decision-making.

Yet these new algorithmic governance tools differ from prior
technological innovation in three important ways. First,
these tools are more inscrutable in that even a system’s

Government by Algorithm: Artificial Intelligence in Federal Administrative Agencies
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engineers may not fully understand how it arrived at a
result.” In an expert-based system, the logical rules are
written as conditional (if-then) statements. In traditional
statistical analysis, outcomes are modeled with relatively
few explanatory variables and the resulting models remain
relatively simple. By contrast, state-of-the-art machine
learning deploys far more complex models to learn about
the relationship across hundreds or even thousands of
variables. Model complexity can make it difficult to isolate
the contribution of any particular variable to the result.

Second, and relatedly, machine learning outputs are often
nonintuitive—that is, they operate according to rules that are
so complex, multi-faceted, and interrelated that they defy
practical inspection, do not comport with any practical human
belief about how the world works, or simply lie beyond
human-scale reasoning.® Even if data scientists can spell

out the embedded rule, such rules may not tell a coherent
story about the world as humans understand it, defeating
conventional modes of explanation.’

Because machine learning can yield counter-intuitive results
with flaws that can be difficult to detect, observers may not
consider the results fully “accountable,” ' even when they
have a detailed indication of how an algorithmic system
works.t To be sure, some of these concerns may diminish
over time with continued advances in “explainable AlI"—a
term that describes an emerging set of techniques that has
shown promise in rendering machine learning models more
interpretable by ranking, sorting, and scoring data features
according to their pivotalness in the model or by using
visualization techniques or textual justifications to lay bare

a model’s decision “pathway.”*? But technical challenges
remain, especially with more complex algorithmic models. For
the moment, surprisingly little is known, for example, about
how and why the most advanced neural networks work.*

Third, the new algorithmic governance tools differ from past
rounds of public sector innovation in the sense that they are
often more deeply embedded in the work of government.

As Table 1illustrates, more powerful analytic methods have
made possible the automation of a wider range of government
tasks than before.* Importantly, the expanding menu of
applications, particularly those that perform enforcement
and adjudication tasks, is rapidly moving the new algorithmic
governance tools to the center of the coercive and (re-)
distributive power of the state.”® In addition, the growing
sophistication and power of Al is nudging agencies toward

fully automated decision-making, leaving progressively less
to human discretion and judgment.t* Government officials
who use those tools may, to borrow from the Al lexicon, be
increasingly left “out of the loop.” Finally, leaps in analytic
power mean more displacement of discretion at all levels of
bureaucracy. Growing sophistication may permit algorithmic
tools to continue “steadily climb[ing] up the bureaucratic
ladder,” shaping, and in some cases displacing, the decisions
of more senior agency decision-makers.t” At the same time,
the impact of Al systems on administrative government also
goes in the opposite direction: What could be called an “IT-
level bureaucracy” is in some cases increasingly displacing the
smaller-scale and more numerous decisions of the “street-
level bureaucrats” that perform much of the visible, citizen-
facing work of government.*®

Goals

Understanding these features of the new algorithmic
governance toolkit is critical. To aid that understanding, this
report has three principal goals.

First, this report aims to inform the trajectory of Al use in
government by understanding whether, how, and why
agencies are beginning to use these tools. Agencies often
face daunting constraints. Innovation and continuous
improvement--including through the use of Al/ML--can
help agencies achieve their challenging missions with
integrity, efficiency, and fairness. A variety of risks and
opportunities exist in domains ranging from cybersecurity to
public engagement in the regulatory process. We can better
understand those risks and opportunities, as well as the
challenges agencies will face as they adapt to an increasingly
Al-driven world, if we know how agencies are experimenting
with these technologies. Over time, more specific metrics

of agency use of Al tools can help policymakers identify
opportunities for improvement and remedy deficiencies.

Second, our report aims to spell out how these new tools
raise new and challenging questions in law and policy about
fairness, transparency and accountability, due process, and
capacity building. While the new algorithmic governance
tools hold the promise of more accurate and consistent
government decisions, their opacity also creates myriad legal
puzzles because of administrative law’s core commitment

to transparency and reason-giving when government takes
actions that affect rights. In the years ahead, judges, lawyers,

Government by Algorithm: Artificial Intelligence in Federal Administrative Agencies
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agency administrators, and legislators will have to face these
legal quandaries. Not only does the law require an answer to
those questions, but the continuing development of Al/ML
systems can benefit from engagement with the various legal
and governance issues raised by the use of such technology in
administrative agencies. This report begins to map and assess
these issues.

Third, our analysis sketches out promising directions for future
research. If that research is to inform a robust understanding
of how federal agencies can better achieve the many (often
contradictory) demands placed on them, it must engage

with agencies’ actual practices and legal responsibilities.

By canvassing agency practices and then offering more
detailed case studies at an important moment in the history
of government use of Al, we hope to catalyze further work in
this area and perhaps even parallel efforts on state and local
agencies as well as international entities.

Scope

Altechnologies and the federal government are both vast.
To be clear about the scope of our work, it is worth defining
terms and delineating what this report covers and what it
does not.

By “artificial intelligence,” we limit our scope to the most
recent forms of machine learning, which train models to learn
from data. These include a range of methods (e.g., neural
networks, random forests) capable of recognizing patterns in
a range of types of data (e.g., numbers, text, image)—feats of
recognition that, if undertaken by humans, would be generally
understood to require intelligence. The definition includes
both “supervised learning,” where “training data” is used to
develop a model with features to predict known “labels” or
outcomes, and “unsupervised learning,” where a model is
trained to identify patterns in data without labels of interest.
Conceptually, Al includes a range of analytical techniques,
such as rule-based or “expert” symbolic systems,* but we
limit our focus to forms of machine learning. Our scope also
excludes conventional forms of statistical inference (e.g.,
focused on causal, as opposed to predictive, inference) and
forms of process automation that do not involve machine
learning (e.g9., an online case management system).’ We often
use the shorthand “Al/ML” to describe the family of tools and
techniques falling within the above definition.

By “federal agencies” we mean executive departments
and their sub-components as well as independent

agencies. While the project aspired to the widest possible
scope in investigating the growing role of Al in the federal
administrative state, we limit the set of agencies investigated
in two ways. First, we do not examine military and intelligence
agencies (e.g., the National Security Agency; the Department
of Defense; agencies working on cyber-defense) because it
is difficult to obtain reliable publicly available information
from such agencies. Second, to make our inquiry tractable
given a rapidly changing landscape, we limit ourselves to
the 142 largest and most prominent federal agencies, as set
forth below.

By “use case,” we focus on the use of Al for core agency
functions. We do not examine agency use of traditional
regulatory methods to monitor or regulate industries and
other private sector actors who are themselves deploying Al
systems (e.g., the SEC’s regulation of high-frequency trading
algorithms or NHTSA’s regulation of autonomous vehicles
using conventional rulemaking). That said, substantial
industry reliance on Al technology will serve as a useful flag or
marker in identifying actual and prospective agency use of Al
in administrative decision-making, so the report offers some
preliminary insights on the topic.

Roadmap

The rest of this report proceeds as follows.

Part | provides the results of a systematic survey of federal
agency use of Al. We examine a wide range of public
evidence—including agency websites, news articles, press
releases, congressional testimony, and mandated data
mining reports—to develop a portrait of Al adoption at

the largest 142 federal administrative agencies (measured
by full-time equivalent employees). We examine whether
there is evidence that the agency has experimented or
adopted Al/ML, the policy area and task to which such use
cases are devoted, how such use cases were developed
(e.g., in-house vs. contractor vs. competitions or other
non-commercial sources), underlying technology (e.g.,
supervised vs. unsupervised machine learning models),
data source, and level of sophistication. We cannot claim
perfect comprehensiveness from this analysis, particularly
given our reliance on publicly available sources. Moreover,
the technology is rapidly changing, so much so that the
landscape has surely changed at numerous agencies since we
embarked on this study. However, in adhering to a common
protocol, our aim is to provide a rigorous portrait of Al use

Government by Algorithm: Artificial Intelligence in Federal Administrative Agencies
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that can help policymakers, agency officials, academics, and
other interested persons to understand where the federal
administrative state is and where it might be heading.

Part Il offers a set of rich case studies of Al innovation at
specific federal agencies. One limitation of Part I's survey is
that itis based on publicly available sources. Such sources
rarely provide sufficient technical detail on Al systems and
offer little insight on the process of generating such use cases.
Part II's case studies overcome this limitation by relying on
extensive interviews with federal officials. The particular

case studies were chosen to illustrate the range of agencies,
use cases, and types of technology being deployed. In the
enforcement context, we study the tools developed by the
Securities and Exchange Commission (SEC) and Customs and
Border Protection (CBP). With respect to agency adjudication,
we focus on the Social Security Administration (SSA) and

the U.S. Patent and Trademark Office (PTO). For regulatory
analysis, we examine a pair of pilots at the Food and Drug
Administration (FDA). For citizen engagement, we examine the
role of emerging tools for computationally assisted processing
of complaints and comments in rulemakings, exemplified in
the context of the Federal Communications Commission (FCC)
and the Consumer Financial Protection Bureau (CFPB). And to
assess the potential for improving citizen services, we examine
a pilot in automated mail delivery by the U.S. Postal Service
(USPS).

Part Ill turns to implications and recommendations that

cut across particular tools and governance tasks. We cover
six major areas: (1) the challenges of building Al capacity

in the public sector, including data infrastructure, human
capital, and regulatory barriers; (2) the difficulties inherent in
promoting transparency and accountability; (3) the potential
for unwanted bias and disparate impact; (4) potential

risks to statutory hearing rights and due process; (5) risks
and responses associated with gaming and adversarial
learning, and (6) the use of contracting and procurement to
supplement agency technical expertise and capacity.

Because so little is known about federal agency usage of
Al/ML, the case studies contained in this report are lengthy
and richly detailed and can each be read independently.

For readers interested in the highlights, we provide a short
summary of takeaways at the beginning of each case study.
Readers short on time are advised to read the canvass in Part
|, the case study highlights in Part Il, and then Part lII's cross-
cutting implications.
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Part I. Taking Inventory:
A Survey of Federal Agency Use of Al

Where, and for what purposes, are federal agencies developing and deploying algorithmic
governance tools? What are the principal types of Al techniques federal agencies are
developing and deploying? And what are the primary sources of Al-based governance
tools—in-house agency technologists, the procurement process, or some other channel?

To answer these questions, our research team of lawyers, social scientists, and computer
scientists identified and characterized possible Al use cases at the 142 most significant
federal departments, agencies, and subagencies—collectively referred to hereafter as
“agencies.” This Part presents our empirical results and provides a broad overview of how
federal agencies are using Al-based tools to perform the work of governance. By situating
federal government use of Al in a wider context, we provide a first-of-its-kind snapshot of
the current state of federal government development and deployment of Al.

Methodology Federal Reserve with little direct connection to the agency’s
regulatory or other duties. Sources included industry and

To generate a rigorous portrait of government use of Al, we . . )
g g P g ’ nonprofit reports, congressional testimony, press releases,

began by identifying the most significant federal agencies.
We started with the ACUS Sourcebook of U.S. Executive
Agencies, which lists roughly 300 agencies, bureaus, and

agency websites, mandated data mining reports, and
academic studies.’?

offices, including independent agencies.! To focus on the After substantial piloting (including a survey sent to agency
most substantial agencies, we trimmed this list to agencies officials via ACUS), the most reliable protocol for identifying
with at least 400 employees, removing 125 agencies.”? We Al use cases was an agency-by-agency, web-based search
also excluded 21 active military and intelligence-related protocol, augmented by a range of third-party sources.*
organizations (e.g., the Defense Information Systems We compiled these results with agency use cases as
Agency and the Missile Defense Agency), leaving us with distinct observations.

142 agencies overall.
We note at the outset that this methodology is limited in

We then relied on a wide range of sources to search for several respects. First, our results reflect searches conducted
evidence that the agency had considered deploying an Al/ during January through August of 2019. The technology is

ML use case. We defined a use case as an instance in which developing rapidly, so the aggregated results should only be
an agency had considered using or had already deployed considered a snapshot-in-time. Second, it was not always easy
Al/ML technology to carry out a core function. We did not to determine the boundary between Al use cases to perform
count instances where agencies demonstrated no intent to core agency functions and pure research. Third, use cases are
operationalize a given tool—for example, a pure research defined by what information is publicly available. It is possible
paper using Al/ML conducted by an economist at the that access to non-public, pan-government information
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would yield a different picture. A final challenge we faced
was determining what constituted a use case based on often
limited technical and operational documentation. Numerous
agencies touted their use of tools to “automate” functions or
their application of “predictive analytics,” but many of these
tools would not necessarily be considered a form of modern
machine learning and were excluded.® We attempted to
resolve boundary issues as well as we could through multiple
rounds of quality control.®

Contrary to popular perceptions
presuming government agencies
uniformly rely on antiquated systems
and procedures, many agencies have in
fact experimented with Al/ML.

Results

The results of this survey shed significant light on the state of
Al/ML in federal administrative agencies.

First, contrary to popular perceptions presuming government
agencies uniformly rely on antiquated systems and
procedures, many agencies have in fact experimented with Al/
ML. Nearly half (64 agencies, or 45%) of canvassed agencies
have expressly manifested interest in Al/ML by planning,
piloting, or implementing such techniques. To offer a flavor,
the National Oceanic and Atmospheric Administration is using
Al to refine high-impact weather tracking systems to improve
decision-making in real-time. The Transportation Security
Administration is exploring the use of image recognition to
screen passenger luggage for explosive devices. The Centers
for Medicare and Medicaid Services is developing Al-based
tools to predict health care fraud. And the Department of
Housing and Urban Development deployed a prototype
chatbot to enable citizens to acquire information about

rental assistance, agency programs, and civil rights

complaint procedures.

Second, many agencies have pioneered multiple Al/ML use
cases. We documented 157 use cases across 64 agencies. Al
usage is heavily concentrated in a small number of agencies,
with about 7% of canvassed agencies responsible for 70% of
all identified use cases. Table 2 lists the number of use cases
at the top 10 adopters. A large number of use cases fell under
health- and law-enforcement-focused subagencies such

as the Food and Drug Administration, the Office of Justice
Programs, and the Transportation Safety Administration and
Customs and Border Protection. As a result, the Department
of Health and Human Services, the Department of Justice,
and the Department of Homeland Security account for a
collective 51 use cases. Perhaps unsurprisingly, NASA has also
rapidly adopted Al. For instance, NASA developed a prototype
cockpit advisor system based on IBM’s Watson, which would
enable pilots to query a knowledge base for situationally
relevant information.

TABLE 2. TOP TEN AGENCIES AND SUBAGENCIES
BY NUMBER OF USE CASES

Number of

Agency Name Use Cases

Office of Justice Programs 12

=
o

Securities and Exchange Commission

National Aeronautics and Space Administration

Food and Drug Administration

United States Geological Survey

United States Postal Service

Social Security Administration

United States Patent and Trademark Office

Bureau of Labor Statistics

Al O | N |00 |0 |0 |WO

Customs and Border Protection

Table 2: The above list excludes overarching department-level
agencies. For example, the Department of Health and Human
Services (19 use cases), the Department of Justice (16 use cases),
and the Department of Homeland Security (16 use cases) have

been refactored into respective sub-agencies (e.g., the Food and
Drug Administration, the Office of Justice Programs, and Customs
and Border Protection). In addition, note that three other agencies
or subagencies other than CBP have four use cases: the Board of
Governors of the Federal Reserve System, the National Oceanic and
Atmospheric Administration, and the Federal Bureau of Investigation.
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FIGURE 1. Al USE CASES BY POLICY AREA
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Figure 1: Each bar represents the count of the number of use cases
by policy area. For simplicity, each agency was coded as falling

into one primary policy area. Science and Energy were combined
into one category. Some agencies that were coded as occupying
two primary fields were collapsed (e.g., EPA was classified as
‘Environment’; the National Institute of Food and Agriculture as
‘Agriculture’; the International Trade Commission as ‘Commerce’;
the Consumer Financial Protection Bureau as ‘Financial Regulation’;
and the Railroad Retirement Board as ‘Social Welfare’).

Third, agency Al/ML use is spread across a wide range of
policy areas. As reflected in Figure 1, the top three policy areas
were in law enforcement,” health, and financial regulation.
But Figure 1 also shows that use cases span virtually all other
substantive policy areas, such as environment, energy, social
welfare, and communications. This highlights the breadth of
Al use and impact.

FIGURE 2. Al USE CASES BY GOVERNANCE TASK
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Figure 2: Each bar represents the count of the number of use cases
for each task. The ‘Regulatory research, analysis, and monitoring’
category includes tools (or research) that involve collecting

and analyzing information to inform agency policymaking. The
‘Enforcement’ category includes use cases that support or lead

to enforcement actions, including monitoring tasks for finding

and tracking violations. The ‘Public services and engagement’
category includes tools that facilitate the provision of services to or
communication with the public for regulatory or other purposes.
The ‘Internal management’ category includes tools to support all
otherinternal agency management functions, including employee
management and procurement. The ‘Adjudication’ category
includes tools that aid in formal or informal adjudication of benefits
or rights. Coding was keyed to the primary purpose of each use
case. Twenty-four use cases received multiple codings (e.g., both
‘Regulatory research, analysis, and monitoring” and ‘Public services
and engagement’ for a tool that analyzes consumer complaints).

Fourth, agency Al/ML use serves diverse regulatory functions.
As shown in Figure 2, agencies use Al to prioritize enforcement
(e.g., prediction of potential violators of the federal securities
laws at the SEC), engage with the public (e.g., a United

States Citizenship and Immigration Services chatbot to
provide assistance answering immigration questions),
conduct regulatory research, analysis, and monitoring (e.g.,
Department of Health and Human Services tools to predict
adverse drug events and unplanned hospital admissions),
and adjudicate rights and benefits (e.g., United States Patent
and Trademark Office tools to support patent and trademark
determinations).®

Agency AlI/ML use is spread across a wide
range of policy areas and serves diverse

regulatory functions.
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FIGURE 3. Al USE CASES BY IMPLEMENTATION STAGE
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Figure 3: The ‘Planning’ category includes cases where the Al tool

is not yet built, though an agency or one of its representatives has
expressed interest or committed to it being deployed. The ‘Piloting
or Partially Deployed’ category includes all use cases currently

under technical development or testing, and ‘Fully Deployed’ entails
a use case that has been adopted and integrated into the agency’s
governance pipeline.

Fifth, agency Al/ML uses vary in their stage of development.
Figure 3 allocates use cases to three implementation stages—
planning, piloting/partially deployed, and fully deployed. On
the one hand, only one-third (53 use cases, or 33%) of the
applications are fully deployed. On the other hand, the sheer
amount of planning and piloting is a testament to how much
attention is currently being devoted to scoping out usage

of Al/ML.

FIGURE 4. Al USE CASES BY DEVELOPER TYPE
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Figure 4: Each bar represents the number of use cases procured
through the respective category of developer.

Sixth, agency Al/ML use cases vary in their development
source. Figure 4 presents the primary developer of the
application. We denote whether the use case was built in-
house by agency staff, by third-party (commercial) contractors,
by non-commercial collaboration (e.g., collaboration
with an academic lab, public-facing competitions), or a
mix. Contrary to much of the literature’s fixation on the
procurement of algorithms through private contracting,
over half of applications (84 use cases, or 53%) were built
in-house, suggesting there is substantial creative appetite
within agencies.

Contrary to much of the literature’s fixation
on the procurement of algorithms through
private contracting, over half of applications
(84 use cases, or 53%) were built in-house,
suggesting there is substantial creative
appetite within agencies.
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FIGURE 5. Al USE CASES BY MACHINE
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Figure 5: Each bar represents the number of use cases utilizing the
respective method. For four instances of use cases with multiple
methods (e.g., clustering and classification), each applicable
method is counted and reported. Colors indicate broad typology
of supervised (red), unsupervised (gray), or other type (charcoal)
of learning.

Seventh, administrative agencies are experimenting with

a range of Al/ML methods. To understand the distribution

of methods, we classified each use case as (a) supervised
versus unsupervised learning (or other), (b) type of supervised
learning (regression for continuous outcomes, classification
for categorical labels, structured prediction (e.g., chatbots)),
and (c) type of unsupervised learning (clustering or
dimensionality reduction). Figure 5 displays the breakdown
of methods. The dominant method by far is supervised
learning (red), comprising nearly 71% of all agency use cases.’
Unsupervised learning and robotics are much less prevalentin
the administrative state, at least for the time being.

Eighth, agency Al/ML use leverages a range of data. Figure 6
provides a breakdown of the types of datasets being used. The
vast majority (78%) of applications rely on structured or text
data. Despite rapid advances in computer vision, for instance,
fewer agencies have begun to rely on image, sound, or other
forms of unstructured data.

FIGURE 6. Al USE CASES BY DATA TYPE
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Figure 6: ‘Structured’ data includes numerical information and
other factored variables. In 32 use cases, multiple data types formed
the basis for an application (e.g., one use case might include both
textual and image data). In those instances, we counted each
application-data type.

Last, our team of computer scientists assessed the technical
sophistication of each use case. To illustrate the scale used,
we considered: (a) logistic regression using structured data to
be of lower sophistication; (b) a random forest with attention
to hyperparameter tuning to be of medium sophistication;
and (c) use of deep learning to develop “concept
questioning” of the patent examination manual to be of
higher sophistication. Here lies the most sobering finding;
For most government applications (61%), there is insufficient
publicly available technical documentation to determine with
precision what methods are deployed. In some cases, the
agency’s description appears more like marketing language
or concerns a tool still under development. In other cases,
agencies describe use of neural networks, natural language
processing, or facial recognition technologies but do not
provide enough technical details to discern whether a use
case is a simpler or more sophisticated version thereof. We
did not make judgments solely based on task or incantation
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FIGURE 7. Al USE CASES BY LEVEL OF SOPHISTICATION

Figure 7: Use cases with an ‘Insufficient Detail’ sophistication rating
either do not divulge sufficient technical details or are still under
development.
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of method. The result, as presented in Figure 7, is that only a
minority of agency use cases (12%) could clearly be rated as
higher in sophistication by our team of computer scientists.
Even among the sample of use cases for which sophistication
could be discerned, only 31% would rate as ‘Higher’ in
sophistication. While the deep learning revolution has rapidly
transformed the private sector, it appears to have only
scratched the surface in public sector application.

While the deep learning revolution
has rapidly transformed the
private sector, it appears to have
only scratched the surface in public
sector application.

These results on sophistication should be taken with

a grain of salt. Reasonable people can disagree about
comparative assessments of sophistication, particularly

given different domains and availability of documentation.
Moreover, available documentation likely skews toward older
technology. Finally, as just noted, in the most common case it
was difficult to discern the level of sophistication (“insufficient
detail”). There may be additional highly sophisticated use
cases that our team of computer scientists could not clearly
categorize as such, though these are likely relatively few in
number. Overall, the results suggest there is considerable
room for improvement and development.

*The Appendix is available at www.law.stanford.edu/ACUS-Al-Report

To sum up, this survey provides much needed grounding

of the landscape of federal government use of Al. To that
end, we provide summary information about all use cases
in the online Appendix”* to this report. However, while these
descriptive statistics paint a rich portrait of government
innovation, they do not fully capture the process, technical
detail, and institutional setting of Al in government. For that,
we turn to in-depth case studies.
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Part II. Case Studies of Federal Agency
Deployment of Al

This Part performs a deeper dive into the algorithmic governance tools deployed or under
development at federal agencies. We aim to describe in detail a handful of especially
impactful or promising use cases without losing generality and without discounting the
rich diversity of applications across agencies, governance tasks, and policy areas. To

that end, we showcase seven algorithmic governance tools spanning seven governance
tasks: civil enforcement, hybrid civil / criminal enforcement, formal adjudication, informal
adjudication, regulatory analysis, public engagement, and public service provision. This
approach, administrative lawyers will recognize, partially tracks categories of agency
action within contemporary American administrative law.! Further, each chapter hews to a
common format, first spotlighting one or more use cases at a single agency and thoroughly
exploring their technical and operational details and their future trajectory. Each chapter
then closes by framing the agency-specific implications of the tool and the wider family of
applications in use at other agencies. We reserve discussion of legal and policy issues that
cut across use cases and governance tasks for Part Il1.
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Regulatory Enforcement at the Securities and
Exchange Commission

As Part I's inventory revealed, Al has made some of its most substantial inroads in the
context of agency enforcement activities. These efforts are especially important, for
enforcement is the tip of the spear of the modern regulatory state. It is the primary way
government gives real-world effect to legal mandates, thus converting “law on the books”
into “law in action.”? It is also one of the main ways government delivers to the polity a wide
range of policy benefits, from clean air and water and safe food, drugs, and workplaces

to capital and labor markets that are efficient and fair. And it is the principal means by
which the government protects its own interests against those who would abuse it by
underpaying taxes or defrauding the government when it buys needed goods or services
from the private sector.

KEY TAKEAWAYS Not only is enforcement central to governance, it also embodies one of the

B The Securities and Exchange core dilemmas of modern administration: the trade-off between discretion and

Commission (SEC) is using a suite accountability. On the one hand, agencies vested with enforcement authority

of algorithmic tools to identify need discretion because agency resources are finite, and the costs agencies would

violators of the securities laws incur in identifying all violators of a law and pursuing them to a conclusion are

virtually infinite.* Moreover, the cost of prosecuting an enforcement action may

B A challenge is training data that exceed its social benefit by stifling socially productive activity, or it may simply
accurately reflects ground truth, not be a sound use of scarce agency resources given other policy priorities and
avoids narrow feedback loops based imperatives. On the other hand, the exercise of prosecutorial discretion—and

on prior decisions, and accounts for an agency’s decision not to wield the state’s coercive power at all—brings risks.
dynamic changes in wrongdoing. Agency forbearance can yield arbitrary selection of regulatory targets that

undermines the legitimacy of the regulatory state by treating similarly situated
B Accountability of Al-based

violators differently. In addition, an agency’s decision to forego an enforcement
enforcement runs into a tradition

action may mask infidelity to Congress’s command or, worse, patterns of political

of enforcement discretion influence and agency “capture” that threaten rule of law.® In short, prosecutorial

protected under law and the risk of discretion is both a necessary component of good regulatory governance and an

gaming by regulatory targets. ever-present threat to the regulatory state’s legitimacy.

W Agency investigators demand In what follows, we focus much of our attention on a suite of enforcement tools

explainable Al-based tools, not in use at the Securities and Exchange Commission that navigate these pressures

just risk predictions, facilitating by helping agency staff “shrink the haystack” of potential violators and better

allocate scarce agency resources. While we focus on the SEC, a number of other
federal agencies with significant enforcement mandates, among them the Internal
Revenue Service (IRS), the Centers for Medicare and Medicaid Services (CMS), and
the Environmental Protection Agency (EPA), are also developing or deploying
similar tools.

“internal” due process.
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I. THE SECURITIES AND EXCHANGE COMMISSION

The mission of the Securities and Exchange Commission
(SEC) is to “protect investors, maintain fair, orderly, and
efficient markets, and facilitate capital formation.” To

achieve these regulatory objectives, the SEC issues rules
governing securities exchanges, securities brokers and
dealers, investment advisors, and mutual funds.” The SEC

not only has the authority to issue rules under various of the
federal securities laws but can also bring enforcement actions
against those who violate them. The SEC brings hundreds
such enforcement actions each year. The SEC’s wide-ranging
regulatory and enforcement duties are reflected in its
structure and organization. The Commission is headed by five
Presidentially-appointed Commissioners, one of whom serves
as chairperson.? The Commission is further organized into five
divisions® and several standalone offices.*®

II. Al USE CASES

The SEC s currently developing or deploying multiple
algorithmic enforcement tools across all five of its divisions
and several of its standalone offices. We here profile four such
tools. One targets fraud in accounting and financial reporting,
two target trading-based market misconduct, particularly
insider trading, and a fourth targets unlawful investment
advisors and asset managers.

A. Accounting and Financial Reporting Fraud: CIRA
To detect fraud in accounting and financial reporting, the SEC
has developed the Corporate Issuer Risk Assessment (CIRA).
CIRAis a dashboard of some 200 metrics that are used to
detect anomalous patterns in financial reporting of corporate
issuers of securities.* Today, there are over 7,000 corporate
issuers who must submit financial statements, such as annual
10-K and quarterly 10-Q forms, to the SEC for oversight.*
These reports can be hundreds of pages long, containing
general business information, risk factors, financial data, and
so-called MD&As (Management’s Discussion and Analysis of
Financial Condition and Results of Operations).

Analyzing this immense body of reports is a resource-intensive
process, and, as with any agency, the SEC has limited
resources with which to do it. CIRA’s goal is to help the agency
more efficiently utilize its finite resources by identifying
corporate filers that warrant further investigation. One way
SEC staff have sought to manage large data flows is through
use of a machine learning tool that helps identify which filers
might be engaged in suspect earnings management.”* The
tool s trained on a historical dataset of past issuer filings and
uses a random forest model to predict possible misconduct

using indicators such as earnings restatements and past
enforcement actions.** Enforcement staff scrutinize the results,
thus maintaining a human eye, and consider them alongside a
range of other metrics and materials.* Though the algorithmic
outputs are only part of a broader analysis, SEC staff report
that CIRA’s algorithmic component improves the allocation of
scarce enforcement resources.*®

B. Trading-Based Market Misconduct:
ARTEMIS and ATLAS

Afurther pair of tools target trading-based market
misconduct: the Advanced Relational Trading Enforcement
Metrics Investigation System (ARTEMIS) and the Abnormal
Trading and Link Analysis System (ATLAS).*

ARTEMIS identifies and assesses suspicious trading by
“analyz[ing] patterns and relationships among multiple
traders using the Division’s electronic database of over six
billion electronic equities and options trading records.”*® The
tool aims to catch all instances of insider trading in the market
and enhances the SEC’s monitoring and surveillance powers.
ARTEMIS’s focus is serial cheaters. This is said to be an easier
demographic of offenders to identify compared to first-time
insider traders, the target of the ATLAS tool.

The ARTEMIS process is not automated. It first requires the
agency to identify a suspected offender before targeted

data collection and a full-fledged investigation can proceed.
The first step is a preliminary analysis of publicly available
information and corporate filings. Companies often announce
important events in scheduled 10-K and 10-R filings, but

for material events that fall outside these scheduled filings,
companies are required to make an announcement using

an 8-K form, which is submitted to the SEC’s Electronic Data
Gathering, Analysis, and Retrieval (EDGAR) system, a public
database of corporate filings and voluntary shareholder
reports. SEC staff have developed in-house natural language
processing (NLP) tools to analyze submitted 8-K forms.*

A standard NLP process is used to process these forms,
stemming the words and then applying a “bag of words”
model® to classify documents according to the significance
of an event, language changes in the disclosures, scheduled
and unscheduled earnings announcements, and events not
necessarily related to earnings, such as CEO terminations, FDA
(dis)approval announcements, court judgments, and clinical
trials, among others. The labeled data is then pushed through
a supervised learning algorithm to identify trigger events and
market changes that may warrant investigation. Once the
data has been sifted and analyzed, a human examiner reviews
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the results. This is a disciplined process to ensure that the
agency is not overburdening brokerage companies or others
within the broker/dealer community without a firm basis for
doing so.”

Once an SEC examiner hypothesizes that there was insider
trading on a stock, agency staff prepare a “bluesheet”
request to the relevant parts of the broker/dealer community
to obtain a comprehensive trading record for the stock or
related options within a set time period.? Staff decide which
securities merit review and the time period for which to obtain
trading data.” Staff must also identify which broker/dealers
traded the security at issue by obtaining the clearing reports
submitted to FINRA.? To ensure that the data in bluesheets
is high-quality, the SEC and FINRA bring charges against
brokerage firms for inaccurate or incomplete submissions.”

Data obtained via bluesheet requests are sorted and
categorized according to the event that triggered elevated
review.”® Next, the SEC uses bluesheet data alongside a
database of every previously requested bluesheet to judge
whether the trading behavior is anomalous in the context

of the trader’s identity and historical behavior.?” ARTEMIS
currently uses an unsupervised learning model for anomaly
detection. The working assumption is that suspicious activity
is an outlier and will not match the patterns of most other
data. Because of the difficulty of getting labeled data for this
task—it is hard to identify all true positives in past data and
impossible to identify the false negatives— the SEC uses an
unsupervised learning approach. While accurate ground
truth?® data is difficult to obtain, the models make predictive
inferences about fraud by viewing data points in relation to
one another.”

ATLAS complements the ARTEMIS tool by focusing on
first-time, rather than serial, insider trading. It is the newest
of the SEC’s algorithmic enforcement tools, and there is
much less publicly available information about its technical
and operational details. Like ARTEMIS, the ATLAS tool uses
bluesheet data, from which a half dozen hand-crafted data
features are extracted. Such features were defined using
domain knowledge about insider training and are described
as having an “intuitive explanation.”® These data features
are then fed into a supervised machined learning model (a
one-class support vector machine or SVM) to determine if the
trade is suspicious.* The potential regulatory targets fed into
the model are then split into two categories: those who lost
money on a trade, and those who made money. The SVM is
trained on the former, then fit to the latter. The assumption is

that the behavior of those who made money should not differ
significantly from those who lost money over time. Outliers
are treated as suspicious.

Itis important to note that ARTEMIS and ATLAS are only two of
many tools and systems SEC staff use to build insider trading
cases. As SEC staff emphasized, the process of identifying

and investigating insider trading is an iterative process that
requires sifting through many sources of data, knowing the
context of the situation, and synthesizing evidence and
concepts into higher-order judgments.

C. Registrant Misconduct: The Form ADV
Fraud Predictor

Afourth and final tool, the Form ADV Fraud Predictor, helps
SEC staff predict which financial services professionals may
be violating federal securities laws.*? The tool parses so-
called Form ADVs—also known as the Uniform Application
for Investment Adviser Registration and Report by Exempt
Reporting Adviser—a filing that investment advisors who
manage more than $25 million in assets must submit to the
SEC annually. Form ADVs contain two parts. The first part
requires disclosure of the investment advisor’s “business,
ownership, clients, employees, business practices, affiliations,
and any disciplinary events of the adviser or its employees.”
The second elicits information regarding services offered,

fee schedule, as well as an array of information relating

to disciplinary information, conflicts of interest, and the
educational and business background of the advisor and key
supporting management and staff.**

Because Form ADVs are composed of free text, NLP algorithms
are used to normalize the inputs in order to detect instances
of fraud. Because it is difficult to observe fraud directly,®
the SEC has developed a multi-step process to automate
the fraud detection pipeline. After a pre-processing step
that algorithmically converts PDF forms into useable blocks
of text,* an unsupervised NLP technique (Latent Dirichlet
allocation or LDA®") generates topics that best describe the
words in each document.® This approach identifies topics
in the documents without prior knowledge about what the
topics will be.

The final step deploys a supervised learning algorithm to flag
current registrants as “high,” “medium,” and “low” priority for
further investigation by SEC staff.* The algorithm is trained on
a dataset of past registrants that were referred to the agency’s

» o«

enforcement arm. Data features include the topics in the Form
ADVs as well as information collected by SEC staff during
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interviews and site visits, among other sources. This step relies
upon a random forest model to predict document priority,
with “high” priority documents referred to relevant SEC staff.
This recommendation is accompanied by an explanation

of the document’s flag, including a rough measure of

feature importance.®

I1l. FUTURE TRAJECTORY OF Al AT SEC

The SEC’s suite of algorithmic tools provides a glimpse of

a potential revolution in regulatory enforcement. Here we
highlight some technical challenges and opportunities that
are likely to shape the trajectory of algorithmic enforcement
tools at the SEC in the near- to mid-term. Among these are
input challenges, including the need for data that accurately
reflects ground truth and takes account of the dynamic nature
of wrongdoing, and analytic challenges, which largely relate
to the need for technical capacity to develop, deploy, and
maintain useable tools and exploit continued advances in
machine learning. Together, these challenges reveal both
the limits of the new algorithmic enforcement and the rich
possibilities going forward.

A. Input Challenges: Data, Ground Truth, and the
Dynamic Nature of Wrongdoing

Enforcement tools can only be as good as their data inputs.
Unlocking the full potential of machine learning in any
regulatory context, but especially in the enforcement context,
requires abundant, well-labeled data that accurately reflect
“ground truth” about misconduct. Data quantity and quality
are thus a key determinant of, and a significant limit on, the
potential of the SEC’s new algorithmic governance toolkit.

Some of the SEC’s data challenges afflict any agency
developing algorithmic governance tools. Many of the
documents the SEC uses to power its algorithmic tools are

not in machine readable formats and thus require substantial
pre-processing. For this reason, there has been an internal
push at the SEC to require filings in both human and machine
readable formats. The SEC must also navigate a welter of
data laws limiting collection, storage, and use of data. We
discuss the effect of data laws on the future of algorithmic
governance in Part IlI’s discussion of internal capacity building.

Beyond these more generic hurdles, data challenges in

the enforcement context tend to take one of two forms,
reflecting either a lack of randomization or the difficulty of
finding accurate ground truth in training data. The first of
these is exemplified by the bluesheet process that feeds
the SEC’s ARTEMIS and ATLAS tools. That process, as noted

previously, is neither comprehensive nor random. Instead, it

is hypothesis-driven and reflects SEC staff judgments about
the likelihood of market misconduct in each case. As a result,
the types of misconduct and entities targeted will reflect the
assumptions, heuristics, and biases of enforcement staff.
Furthermore, the ARTEMIS and ATLAS tools are trained on a
pool of trading data that includes only past bluesheet requests
and thus captures only a small fraction of total trading activity.
When either of the SEC’s tools looks for patterns suggestive

of insider trading, the system compares previously flagged
trading behavior to other flagged traders, not traders in the
market as a whole, potentially reducing the tool’s accuracy.

The second type of input challenge is finding accurate ground
truth for training data. This concern pervades algorithmic
enforcement tools because it is difficult to identify all

true positives in past data, and one can never “know,” or
comprehensively identify, false negatives. A related challenge
comes at the intersection of automation and human-level
discretion. When a line-level investigator retains the ultimate
authority to initiate an enforcement action, uncritical reliance
on automation may displace investigatorial attention away
from false negatives and/or crowd out the application of
discretion to false positives. If prior enforcement actions

are used as training data, the system may unduly confine
enforcement actions to a distinct subset of all violations. This
phenomenon has been well-documented in the predictive
policing context: When a predictive model is used to deploy
police, and the resulting arrest data is employed to re-train
the model, a “runaway feedback loop” occurs.* Police may
be sent to the same neighborhoods over and over again
regardless of the underlying crime rate. In short, algorithmic
detection may be dominated by superficial features from prior
enforcement decision-making, replicating the idiosyncrasies
of line-level enforcers rather than building richer and more
precise models of noncompliance.

Afinal and fundamental challenge arises from the dynamic
nature of wrongdoing. As already noted, effective algorithmic
enforcement tools require training data that accurately
reflect ground truth about misconduct. But the regulatory
landscape, and the ground under it, can shift over time. For
many agencies, enforcement is akin to a game of “whack-a-
mole” in which regulatory subjects seek to evade regulation
by developing new artifices designed to evade, or narrowly
navigate between, announced rules. Tax shelters, to cite a
concrete example, follow this script. As a result, algorithmic
enforcement tools are rarely turnkey systems, and agencies
must continually and iteratively update them to capture new
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modes of wrongdoing.* Returning to tax, an algorithmic tool
might be able to flag the complicated and choreographed set
of transactions needed to implement an illegal tax shelter.

But once enforcement has begun, taxpayers and the tax
compliance industry shift away and develop new artifices that
are identifiable to algorithmic enforcement tools only if they
are sufficiently similar to the prior ones.* For agencies using
algorithmic enforcement tools, the challenge is designing
systematic methods of model optimization and updating built
upon randomized case samples (i.e., a sample that includes
both cases identified as problematic and unproblematic), as
well as careful procedures for incorporating newly discovered
types of wrongdoing.” If data rooted in historical enforcement
patterns are unreflectively used to train models and efforts

to update those models are ad hoc, enforcement efforts risk
focusing on an arbitrary subset of violations or fighting the last
war instead of addressing new forms of misconduct.

The SEC is cognizant of these challenges and is attempting
to mitigate them. Improved data systems may overcome
the shortcomings of the bluesheet process. In 2016, the

SEC approved a joint plan with FINRA and SROs to develop
a consolidated audit trail (“CAT”).*® Adopted under SEC
rules, CAT requires SROs and broker-dealers to significantly
enhance their information technology capacities to maintain
a comprehensive database of granular trading activity

in the U.S. equity and options markets, thus broadening
reporting to every trade quote and order, origination,
modification, execution, routing, and cancellation.*” Once
fully implemented, CAT will generate an estimated 58 billion
trading records each day.* Granting the ARTEMIS and ATLAS
systems access to this data stands to substantially improve
accuracy and reliability.

In addition, the SEC has begun to pilot a range of evaluation
and validation efforts. While ground truth challenges are
endemic and make objective performance metrics hard to
create, back-testing of the ATLAS tool revealed that its models
could predict all or nearly all proven instances of past insider
trading.® Similarly, agency technologists systematically
worked with enforcement staff in one of the Commission'‘s
regional enforcement offices to test the frequency with
which the Form ADV tool surfaced a problem that was then
corroborated upon examination.® Neither of these efforts,
however, rose to the level of a rigorous “benchmarking,” in
which agency administrators would set aside a random test
sample of enforcement targets and then work up the cases
in the old school, analog fashion, comparing the results

to those achieved via algorithmic methods.** We discuss
such an approach in Part IlI’s discussion of transparency
and accountability.

If data rooted in historical enforcement
patterns are unreflectively used to
train models and efforts to update
those models are ad hoc, enforcement
efforts risk focusing on an arbitrary
subset of violations or fighting the last
war instead of addressing new forms
of misconduct.

B. Analytic Challenges: Technical Demands

and Capacity Building
A second type of challenge centers on the substantial
technical demands of the new algorithmic enforcement
tools. As described throughout this report, developing and
maintaining effective algorithmic tools across the full range of
governance tasks will require significant computing and data
infrastructure as well as technical expertise. Technical capacity
will likely grow in importance as algorithmic governance tools
become more sophisticated.

The need for technical capacity may be especially strong

in the enforcement context. Many of the new algorithmic
enforcement tools will, as with the SEC’s Form ADV Predictor
Tool, rely on NLP techniques to derive semantic meaning
from unstructured texts. Enormous strides have been made
in NLP in recent years due to advances in deep learning and
computing power. But NLP advances have tended to focus on
areas with commonly-accepted benchmark tasks (e.g., GLUE,
IMDb movie review datasets).>? Advances have come more
slowly in niche contexts involving more specialized, technical,
and jargon-filled text with no large gold standard, labelled
datasets. As a result, developing workable algorithmic
governance tools may require more than off-the-shelf and
third-party implementations or open-source libraries. Words
used in the finance context may have different meanings than
in standard parlance, requiring finance-specific corpora in
order to maximize the tool’s utility.>* If a financial regulator like
the SEC were to use standard datasets rather than finance-

Government by Algorithm: Artificial Intelligence in Federal Administrative Agencies



specific ones, or if existing algorithms are not retrofitted to
promote transfer between domains, the resulting system
could be less effective.

Another key issue is whether agencies will meet heightened
technical demands by developing internal capacity, thus
choosing to “make” their own algorithmic tools, or instead
“buy” needed technical capacity by acquiring new tools via
the procurement process.* This make-or-buy choice, which
we discuss in more detail in Part lll, may be particularly
salient in the enforcement context. The dynamic nature

of wrongdoing and the subtlety and complexity of many
enforcement tasks mean that the design, deployment,

and maintenance of algorithmic enforcement tools may

be best achieved with substantial embedded agency
expertise—that is, technologists sited within the agency who
understand subtle and complex governance tasks—rather
than contractors working at a remove.* Finally, the make-
or-buy choice presents an especially acute challenge in the
enforcement context because of the threat of gaming and
adversarial learning by regulated parties, an issue we also take
up in more detail in Part Ill.

C. New Technical Vistas
No matter how the SEC goes about improving data inputs and
acquiring needed technical capacity, doing so will allow it to
pursue a number of new and promising technical vistas.

First, it is plausible—and perhaps even likely—that continued,
non-trivial technical advances in the coming years will

move algorithmic enforcement tools steadily closer to fully
automated decision-making. This does not describe the
SEC’s current menu of algorithmic enforcement tools. Most

of these tools use a classifier, the results of which are handed
off to line-level enforcement staff who continue to work up
cases themselves. Discretion to initiate enforcement action
remains in human hands.*® But this may change. Continued
technological advances may eventually cause much of
enforcement decision-making, from monitoring to initiation of
enforcement actions to agency adjudication, to be an entirely
machine-driven process. As we explain in more detail in Part
1, full automation of consequential governance decisions
will raise significant legal issues that courts reviewing agency
action will have to resolve.

A second clear vista is agency development of ever more
sophisticated analytic techniques. One likely growth area is
computer vision, the branch of Al that trains computers to
understand the visual world. Already, academic researchers

have developed machine learning tools that analyze satellite
imagery to predict which facilities are concentrated animal
feeding operations and thus at greater risk of violating the
Clean Water Act or other environmental laws.>” Another clear
technical frontier is use of unsupervised learning techniques
to improve compliance monitoring and enforcement
capabilities in the absence of data with high-quality labels.”®

Afinal vista is the use of machine learning techniques that do
not enhance an agency’s own technical capacity, but rather
allow it to harness outside talents and enterprise. Algorithms
might be developed, for instance, to generate synthetic
datasets that preserve the higher-order dimensions of real
data without disclosing personally identifiable information or
other sensitive information.*® This data generation would be
an improvement from the public use files that are currently
available. By publicly releasing data of this sort and inviting
collaboration, enforcement agencies like the SEC could
harness private expertise and enterprise and thus obtain
analytical support that they cannot currently access—a
potentially happy story of technical innovation begetting
technical innovation.

IV. IMPLICATIONS: THE FUTURE OF ALGORITHMIC
ENFORCEMENT

The SEC is hardly alone in leveraging Al to perform
enforcement-related tasks. The Internal Revenue Service
(IRS) and the Centers for Medicare and Medicaid Services
(CMS) have deployed algorithmic tools designed to predict
illegal conduct and more precisely allocate scarce agency
resources toward audit or investigation. The IRS, for instance,
has responded to budget and workforce cuts by investing
over $400 million to develop and operate a fraud detection
algorithm, the Return Review Program (RRP), that generates
fraud risk scores for all national individual tax returns claiming
a refund.® For its part, CMS has engaged contractors to

help build and implement a machine-learning-based risk
assessment tool that analyzes historical and incoming
claims to furnish provider-level leads to the agency’s fraud
investigators. And a wide range of other agencies, from

the Environmental Protection Agency and Department of
Labor to the Consumer Product Safety Commission, are
developing or deploying tools that predict non-compliance
with rules regarding the environment, workplace safety,
banking, consumer product safety, food processing, disability
insurance, and workers’ compensation, among others.

This steadily growing catalog of algorithmic enforcement
tools holds significant implications for the future of
regulatory governance.
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A. Enforcement and Algorithmic Accountability
The proliferation of algorithmic enforcement tools at the
SEC and beyond highlights especially difficult trade-offs
between the efficacy of the new tools and the accountability
concerns that animate administrative law. As Part Il describes
in more detail, algorithmic governance tools trigger a
profound collision between administrative law’s requirement
of transparency and reason-giving and the fact that many
algorithmic decision tools are not, by their structure,
fully explainable. An important debate asks how much
transparency, from thin system-level explanations of a tool to
full disclosure of a tool’s source code and data, is necessary
to gauge a tool’s fidelity to governing law. Some advocate
deliberate impairment of an Al tool’s predictive accuracy to
achieve explainability.

Algorithmic governance tools

trigger a profound collision between
administrative law’s requirement

of transparency and reason-giving

and the fact that many algorithmic
decision tools are not, by their structure,
fully explainable.

A critical question is whether continued uptake of
algorithmic tools by enforcement agencies will, on net,
render enforcement decisions more or less accountable.
On the one hand, the black box nature of machine learning
tools may exacerbate accountability concerns. On the other
hand, algorithmic enforcement tools can, by formalizing
and making explicit agency priorities, render an agency’s
enforcement decision-making more tractable compared

to the dispersed human judgments of agency enforcement
staff. Algorithmic enforcement tools might thus provide a
“focal point” for judicial review, undermining the normative
foundation of longstanding legal doctrines, embodied by
the Supreme Court’s Heckler v. Chaney decision, hiving off
agency enforcement decision-making from judicial review.®!
Algorithmic enforcement tools, by encoding legal principles
and agency policies and priorities, might also qualify as
“legislative rules” under the Administrative Procedure Act
and thus require full ventilation via notice and comment.

The result, though it runs contrary to much contemporary
commentary, is that displacement of agency enforcement
discretion by algorithmic tools may, on net, produce an
enforcement apparatus that is more transparent, whether to
reviewing courts or to the agency officials who must supervise
enforcement staff.

But legal demands of transparency also produce further
trade-offs in the enforcement context because of the risk

that public disclosure of a tool’s details will expose it to
gaming and “adversarial learning” by regulated parties.®? As
discussed in more detail in Part Ill, an SEC registrant with
knowledge of the workings of the SEC’s Form ADV Fraud
Predictor could adversarially craft its disclosures, including or
omitting key language in order to foil the system’s classifier.
Akey line of inquiry in the enforcement area will be what
degree of transparency, and what set of oversight and
regulatory mechanisms, can reach a sensible accommodation
of interlocking concerns about efficacy, accountability,

and gaming.

B. Algorithmic Enforcement and the Structure and
Legitimacy of the Regulatory State

Algorithmic enforcement tools may also, in time, work a
fundamental change in the structure and legitimacy of

the administrative state. Algorithmic enforcement tools

are force-multipliers that allow an agency to do more with
less by permitting agencies to identify regulatory targets
more efficiently. In this sense, the advent of algorithmic
enforcement tools could halt or even reverse the decades-
long shift away from public enforcement and toward private
litigation as a regulatory mode.®®

The advent of algorithmic enforcement may also supplant
expertise within the federal bureaucracy, exacerbating a
perceived trend toward politicized federal administration
and the hollowing out of the administrative state.” This

is especially worrying because, at least for the moment,
line-level enforcers appear to play a key role in bolstering
the accountability of new algorithmic tools. Because SEC
enforcement staff can choose whether to use algorithmic
enforcement tools, agency technologists must sell skeptical
line-level staff on their value. SEC technologists report that
line-level enforcement staff are often unmoved by a model’s
sparse classification of an investment advisor, based on
dozens of pages of disclosures, as “high risk.” They want to
know which part of the disclosures triggered the classification
and why. This is pressing agency technologists to focus on
explainability in building their models by taking account of
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frontier research on how to isolate which data features in an Al
system may be driving an algorithmic output. Staff skepticism
and demand for explainable outputs raise the possibility that
governance of public sector algorithmic tools will at times
come from “internal” due process, not the judge-enforced,
external variety.®

Finally, as algorithmic tools move closer to the core of the
state’s coercive power, they may systematically shift patterns
of state action in ways that raise distributive and, ultimately,
political anxieties about a newly digitized public sector. As
already noted, gaming reduces the efficacy of algorithmic
systems and risks rendering their outputs fully arbitrary. But
gaming is also likely to have a distributive cast, particularly
in the enforcement context.® The predictions of the SEC’s
Form ADV Fraud Predictor as to which investment brokers
are likely to be the bad apples may fall more heavily on
smaller investment firms that, unlike Goldman Sachs, lack a
stable of computer scientists who can reverse-engineer the
SEC’s system and work to keep their personnel out of the
agency’s cross-hairs.®” As we explore in more detail in Part I1l,
a narrow focus on technical and capacity-building challenges
misses the profound political implications of the current
algorithmic moment.

* Kk Kk Kk

As the SEC’s experience illustrates, Al/ML tools have the
potential to help enforcement agencies flag potential
violations of the law and focus agency attention in a world

of scarce resources. This improved accuracy and efficiency
may come at a cost, however. As Al/ML tools get ever more
sophisticated, they also pose real threats to the transparency
and democratic accountability of enforcement agencies and
of the regulatory state as we know it.
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Law Enforcement at Customs and Border Protection

While civil enforcement agencies like the SEC, IRS, and EPA have begun to experiment with

machine learning, pure law enforcement agencies have been quicker to adopt such tools.

Nearly 100 state and local jurisdictions have replaced traditional surveillance cameras with

more sophisticated Al-powered gunshot detection technology.! Others have employed

Al-driven automatic license plate readers.? Police departments in Los Angeles,? Chicago,*

New Orleans,” and Missouri® have deployed Al-powered predictive policing strategies

to identify gang-related crimes. Federal law enforcement agencies such as the Federal

Bureau of Investigations (FBI) use similar strategies, though we do not consider them here

due to the information barriers inherent in examining a pure criminal law enforcement

agency like the FBI. Instead, we turn in this chapter to an agency that straddles the civil and
criminal divide: Customs and Border Protection (CBP).

KEY TAKEAWAYS

Customs and Border Protection
(CBP) has relied extensively on
contractors to develop facial
recognition technology and risk
scoring of passengers.

Reliance on contractors carries a
cost: CBP was unable to explain
failure rates of one biometric

scanning application.

While such tools can expedite
processing at airports and borders,
they also raise questions about
interagency data sharing, privacy,
equal protection, and rulemaking

requirements.

Although CBP conducts some civilian enforcement functions such as cargo
inspection, the agency also monitors criminal activity and enforces immigration
and customs laws. In doing so, CBP deploys two of the most controversial Al/ML
tools: facial recognition and risk prediction.

Law enforcement agencies have used facial recognition technology to match still
images from crime scenes against criminal databases since at least 2009." As of
2016, one in four state or local police departments had access to facial recognition
databases, and sixteen states had contributed driver’s license photos to the FBI’'s
federal equivalent.® Today, local governments have access to an even wider suite
of live facial recognition surveillance tools.® Despite its growing popularity with law
enforcement, facial recognition raises unique privacy and due process concerns.
Four cities in California and Massachusetts have banned its use,*® and a recent
Senate bill proposes to ban facial recognition technology in all public housing
receiving federal funding.*

Risk predic